KBaHTOBa Kpuntorpadgpusa

aou. ao-p JIbyesap lNeoprues

Hepasbusaemun wndpu: Vernam and Shannon
1-KyOUT CBCTOAHMA Ha nonapuanpaHn POTOHM
KB. No-cloning theorem: 6eaycnoBHa curypHocT
KBaHTOB reHepartop Ha criydanHu Y1cna

QKD npotokon BB84

Privacy amplification: Tect 3a curypHocTt Ha BB84
QKD npotokon E91



LLindpbp Ha Vernam
“most important in the history of cryptography”

Gilbert Vernam (XOR nateHT USA, 1917)

CbobuweHue: nocrnenoBatennHoOCT ot 0 n 1
M =011001100111001010001000100010

Kntou: cnyyanHa nocnegoBatenHocT ot O n 1
K =101101100101001010010101001011
KooupaHo cvobuweHue: C; = M; @ K; mod 2
C =110100000010000000011101101001
OekoanpaHo cvobweHue: D; = C; @ K; mod 2
D =011001100111001010001000100010



Hepa3buBaeMocCT (criydaeH Kniou)
(C. Shannon, 1949, 3 1

Teopema (Bepcua JI)

3a BcAKo (npexsaHaTo) kogmpaHo cbobweHne C =

N
M@K €Z, wns3ascako oTHanpes 3aaaieHo

N
nekogmparo cbobuleHme D' € Z, cvuiecTsysa

N
kmou K' € Z, Takws,ueC D K' = D',
loKka3aTencrso.

!/ / N
K=C®D ez,
HonbaHeHue: eamHcTeeHocT! (Shannon)



One-time pad wudpwn

U3soau:

* CbobLWeEeHMEeTo e TONKOBA CUTYPHO KONKOTO
K/to4a

e AKO MMa NOBTOPEHMUA B KAtO4Ya OT
CbObOLLLEHNETO MOXKe Aa Ce U3B/ieye BAPHaA
MHPopmauma

* Adeparta ,Julius and Ethel Rosenberg”
(35 000 one-time pad duplicates ot CCCP)



Quantum Key Distribution (QKD)

LUndbvp Ha Vernam: (Hepa3zbmneaem) ocHOBaA

KBaHTOB reHepaTop Ha C/y4YailHU YUCAaa:
N3TOYHUK + beam-splitter + netekTopu

[MpoTOKOA 32 cnogenAHe HA CeKpeTeH K/ou:
$GOTOHM MO KBAHTOB KaHan (ONTUYHO BNAKHO)

KBaHTOBM cTeneHu Ha csobopaa:
nonapmsauma Ha oToHUTE

3abpaHa 3a KonupaHe: no-cloning theorem



EAHO-KYOMTOBU CBHCTOAHUA

®OTOHU = KBAHTU/HOCUTENU HA
eNeKTpomMmarHuTHoTto none (EMIM)

KBaHTOBO CbCTOAHUE HA POTOH:
XnnbepToBO NPOCTPAHCTBO
H =Hext @ Hine

H ., ONUCBA BbHLUHM NapameTpm Ha POTOHA
(nocokKa, eHeprus)

¥ ;s = C* onncBa BbTPELLHM NapameTpu Ha
doToHa (nonsapunsaums)



JluHenHa nonsapusauus

* JlnHenHo nonapulnpaHa ceetamHa (EMIMM)

Electic Field




JInHeuHo nonapusnpaHu GoToHu

* [MonapusunpaHun potoHn (kBaHTKU Ha EMIT)
Ynctn KBaHTOBU CbCTOAHUSA

Onucear ce ¢ BEKTOPU Ha CbCTOSIHUS,
npuHaanexawim Ha XmnbepToBo
NPOCTPAHCTBO

 HenonsapusupaHa cBeTriMHa
CMeCeHN KBAaHTOBU CbCTOAHUSA
OnunceaTt ce ¢ maTtpuua Ha MNITbTHOCTTA

J1. Teoprmnes



NMonapusatop (Kpuctan CaC0;)
OT HenonsipuanpaHa KbM nonsipnsanpaHa CBETNMHA

larizer
P 7

1711 polarized
waves
A
l'l--._‘.‘..--.'l.‘.‘.-‘.‘-
o
unpolarized :H"“‘M
WAVES ’_,_ff"f Hﬁ"“h
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Unctu cuCcToaHuA: nonapmsauns

* [ABymepHo XunbeptoBo npocTpaHcTBO: H ;) = C?

 KBaHTOBO CbCTOAAHUE:= GOTOH C IMHENHA NONAPU3aLUMS

No NPOM3BO/IHA OC B paBHUHATa onpejesieHa OT BeKTopuTe
EwvH

BEKTOp Ha CbCTOAHUETO. BEKTOP Ha NONAPU3ALUUNATA

* nbpseu 6asuc: ,+“={|0),|1)} ,npasobronen” (rectilinear)
Y =al0)+B]1), a,B€C, |al*+|B]* =1

|0) = poToH ¢ nonspmsaumsa nNo ocTa x
|1) = poToH ¢ nonspmnsaums no octay



y2AnaroHaneH" 6asuc

 BTopu 6a3suc:
" x " ={]+),|-)} (diagonal)

[+ =500 +11), =) =7(0) = 1))

|+) = OTOH ¢ nonapu3saums nog bron 45
|—) = POTOH ¢ nonspusaunsa noa broii 135



Binary 1,
135°

lHinary 1,

a0 °
Binary 0,
45°

Binary 0,
»0°

Photon Polarization

Rectilinear Basis Diagonal Basis

J1. Teoprmnes



PerncrpupaHe Ha GOTOHM

e JleTeKTOpU Ha GOTOHMU

* JleTeKTop Ha NonApmU3npPaHmN GOTOHMU
=[TonAapunsatop + geTeKkTop



[1BOMHO Nb4e-npedvynBaHe
Polarizing Beam-splitter (birefringent crystal)

o-ray (polanzed)

incident light b / .
(unpolarized) g I

e-ray (polanzed)




MonapusnpaHn ¢oToOHU: 3mepBaHe

HeKa nbpBOHa4aIHO GOTOHBT Ce ONUCBA C
BEKTOpa Ha cbeTosAHue |0)

BepoATHOCTTa 3a pernctpupaHe Ha To31 pOTOH B
cbeTosHme |0) Nnpu n3mepBaHe HanpaBeHo B

6a3suca ,,t+“= {|0),|1)} e

Prob(Py, |0)) = [{0]0)|* = 1



[10KaTo

BepoATHOCTTa 3a pernctpupaHe Ha To31 pOTOH B
cbCcToAHME |1) NpK n3mepBaHe HanpaBeHo B

6a3suca ,,*+“= {|0),|1)} e

Prob(Py, [0)) = [(1]0}]* = 0

N 06paTHO: aKo NbpBOHAYa/IHO GOTOHBT ce

OMNKUCBa C BEKTOpPa Ha cbeToAHMe |1) To
Prob(Py,|1)) =0, Prob(Py|1)) =1



U3BoA:

AKo $OTOH Hammpall, ce B cbecToAHMe |w)=|0)
mnn |w)=|1) e namepen B 6asuca ,+“={|0), |1)}
TO CbCTOSIHNETO MOXKe eHO3HA4YHO Aa 6bae
onpeaeneHo OT BepPOoATHOCTUTE

Prob(Py, |w)) v Prob(Py, |w))



MonapusnpaHn GoToHMU:
Hepa3/IMYNMOCT

Heka cera ¢pOTOHDBT ce onucea ¢ BekTopa | +)

BepoATHOCT 3a peructpmpaHe Ha To3u GOTOH B
cbeTosAHme |0) e

Prob(Py, | +)) = |(01+)I2
1 ol + o] =1
V2 2




Hepa3sanymmocr

CblLO TaKa BEPOATHOCTTA 33 PerucTpupaHe Ha To3u
$OTOH B cbCcTOAHME |1) €

1 2
ﬁ(mm +(1]1))

* N3Bopg 1: npu namepsBaHe Ha POTOH onucaH c | +)

B 6a3suca {|0),]|1)} B
50% OT cnyyauTe pernctpmpa getektopst 3a |0)
50% OT cy4auTe perncTpmpa AeTekTopst 3a |1)

Prob(Py,| +)) = I(11)I? = =



Hepasanummocr

Heka cera ¢pOTOHDBT ce onucea ¢ BeKTopa | —)

BepoATHOCTTa 3a pernctpmpaHe Ha To3M GOTOH B
cbeTosAHme |0) e

Prob(Po,I —)) = I(OI—)I2

1
= \/——((OIO) —0I1)} =7




JloKaTo

BepoATHOCTTa 3a perucTpupaHe Ha $oToH onncaHc | —) B
cbCcToAHMe |1) e

2

1
(1]0) = 1)| =

1
2

V2

* M3Bopg 2: Nnpu M3mepBaHe Ha GOTOH onucaH c | —)

B 6a3suca {|0),]|1)} B
50% OT cnyyauTe pernctpmpa getektopst 3a |0)
50% OT cy4auTe perncTpmpa AeTekTopst 3a |1)

Prob(Py, | —)) = (1|-)I* =



O6Lw, n3BoAa: HepPa3NMUYNMOCT

AKO GOTOHBT € NoNApU3NpPaH XOPU30OHTANHO UK
BEPTUKANHO, @ U3MepBaHETO e HanpaBeHO B
basuca" X" ={| +),|—)},

TO BCUYKU NOSy4HeHU BEPOATHOCTU HE MOTaT Ad
Pa3/1INM4aT CbCTOAHUATA C XOPU3OHTAJ/IHA
NONAPUN3aLnA OT TE3UN C BEPTUKAJIHA,

T.e., HE MOXe [a Ce KaXke Aa/IN CbCTOAHMETO €
6uno |0) nan |1)

J1. Teoprmnes 22



[lpoeKunoHeH nocTynar

B nonbaHeHue, cnen nsmepsaHeTo Ha GOTOH
onuceaH c | +) B 6asuca ,+“={|0), |1)}

nonapusaymATa My CTaBa XOPU3OHTANHA, aKo €
HaCTbLNUNO CbOUTMETO Py, NN BEPTMKANHA AKO €
HacTbnuno Py,

T.€., POTOHDBT HaNb/IHO ,,3abpaBa“ cBOATA Ha4yaNHa
nonapusauma m NPemmHaBa PECneKTUBHO B
cbecrossHueTo |0) unm |1)



QKD: KBaHTOBO cnoaenaHe Ha KNAoY

HepasbuBaem wndvp Ha Vernam
CnyJyaeH Knwu: cnoaeneH no KBaHTos KaHan QKD

be3ycnoBHa NPUHUUMNHA CUTYPHOCT:

OCHOBaHa Ha 3aKOHWUTE Ha KBaHTOBAaTa PU3MKa
(no-cloning theorem ), a He Ha HegOKa3HM
npeanonoxeHma 3a computational complexity

3annaxa 3a CUrypHoCTTa:
CaMO B TEXHUYECKOTO U3NbJHEHMNE
(KOHTpPamepKu)

Privacy amplification: Tect 3a noacnywsaHne
(BCAAKO noacnylwBaHe e OTKPMBAEMO)



QKD npoTtoKon Bennett-Brassard 1984

Public classical authenticated channel
-~
/ h!
. I
| “Alice Quantum channel Bob
"ii Eve
i_ - __I




KBaHTOB reHepaTop Ha CA. Yncna

* [eHepaToOp Ha CAAY4aMHU YMUCNA: NUSTOYHUK
* 50-50 Beam-splitter (BS)

Ay

Reflected

Incident g
Light 0
] Transmitted

e

45° AOI

-




Quantum random number generator
ID Quantique, Swiss

Single-photon detectors

()

27



BB84: ctbnku A

1. Alice nanonssa KBaHTOB reHepaTopP Ha C/y4amHM
4yncna 3a Aa reHepupa cayyaHa nocnenoBaTeNIHOCT

011001110001010100011100011100

3a BceKkun 6ut Alice nsbupa cnyyamHo B Kom oT ABaTa

6asnca + nam X ga nonapmsnpa oToHUTE, KOUTO
n3npauwa Ha Bob

2. AKo 6a3uchT e + Torasa nonapmusaumaTa e
0= wnmnl=]

3. Ako 6a3ucbT e X ToraBa noaapm3saumaTa e
0=\ wnaml =27 (nnmobpaTtHoTO)



BB84: ctbnkn B

1. Bob npuema ¢oTOHUTE U3NPATEHU MO
KBaHTOBMSA KaHan oT Alice 1 3a BCeKku oT TAX
pelaBa C/ly4alHO Aann Aa ' U3SMEPU B

6a3nc + mnm X ypes 3aBbpTaHe Ha
nonapusatopa npes aeTekTopa

2. Bob 3anucBa pesyntatute oT USMepBaHUATA

3a BCeKM POTOH 3aegHo ¢ Tuna + mnam X Ha
noaApn3aTopa; pesyntaTtuTe ca:



Pe3syntati ot namepsaHuAaTa Ha Bob

0 aKo e perncTpupan AeTekTopa 3a XOPU3OHTa/IHa
nonapusaumna npm nonapusatop B basuc +

1 aKo e perncTtpupan geTekTopa 3a BepTUKaIHa
nonapusauua npm nonapusatop B 6asmc +

0 aKo e perncTpupan AeTeKktopa 3a NonApu3aLmns
135 npu nonapwusatop B 6a3nc X

1 aKo e peructpupan AeTekTopa 3a 3a
nonapusauua 45 npu nonspusaTtop B 6asunc X



BB84: C-cpaBHABaHe Ha ba3ucure

* Bob ce obaxKga Ha Alice no TenedoHa u 3a
BCEKU BUT cbobLlaBa B KO Bba3uc e mepun,
6e3 na cnomeHaBa pe3yaTaTbT OT
N3MEPBaHUATA

e Alice notBbpXaaBa HomepaTa Ha butoseTe, 33
KOMUTO ba3ncbT Ha Bob cbBnaga ¢ HEUHUA U
Te3n bUToBE CTAaBaT OCHOBATA HA CEKPETHMUA

K104



Quantum Key Distribution: BE84 protocol

0
" Diagonal
atector
Bit | Polarization Polarizing
vale | state andom beam splitter i_.fl
® ;|1 == - @
= Quarrtum channel anzing
2 0 - —|_ . -}: ke splitter
N T ST B PR B
z 1|~ _:_.—f‘ | - 11
%’ Optical Random
= 0| % Switch number
qgenerator »  Rectilinear
0  detedor
ALICE sends phatons LY A ) "
ﬂ - 1 1 f
EE ALICE' random bits 0 1 0 1 1 1 0 1
ggg BOBS distection events I T T A o LN
= Eo
BOES detected bit values 1 1 0 1 1 1 0 0
BOBtolls ALIE thebesis choices hemade 4, B¢ %7 4 W W W W
i Eg Rad Diag Diag Ract Diag Diag Diag Diag
£ BE AL tell BOBwhich bits tokeep v v v
Sl R BOES shared sifted key — _ 1 _ 1 0 -
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BB84: ctbnKu Eve - 25 % Kopynuua

* Eve nsmepsa vV ¢potoHu c Homepa ot 1 a0 8

* ba3ucu: + X, +,X, +, X, +, X
* Pesynrar: 1,1, 0,0,1, 1, 1, O
* CnoaeneH

Knou A&B: -1, -,1,-, 1,0, -

* [lpoeKTHUpaHo
cbecroaHue (Bob): 1,7, —,~N,1, AT, N

* PesyntatBob”E: 1,1, 0, 0,1, 1,0, 0
* Hamecata Ha Eve: 25 % pasmuHasaHe!!l

J1. Teoprmnes 33



TecT 3a noacnywiBaHe

Alice n Bob ce gorosapar u cnoaenAat no nybaAM4YHMA KaHan
noapeauvua Ha Beye YyCTaHOBEHMA CEKPETEH K04, KOATO caes,
nyb6/IMKyBaHETO ce U3BarxKAaa OT KAtoYa.

 WpeaneH KaHan: ako noapeauuarta nbpanHa ot Alice u Bob
e MAEHTUYHA, OCTaHaNaTa 4YacT OT cnoAesieHaTa peanua ce
NpUema 3a OKOHYaTesIeH CrnoaeseH Katod. AKo
noapeanLmnTe He ca UAEHTUYHU - HaaMLe e NOACNYLIBAHE.
MpoueaypaTa 3ano4sa OTHa4ano.

e LUlymeH KaHan: ako nogpeamuata nabpaHa ot Alice n Bob
CbAbPrKa NoBeYe rpeLlky oT AoNYCTUMATA rPeLLKa Ha
KaHana (KoATo ce onpeaena oT XapaKTEPUCTUKUTE Ha
KBAHTOBMA KaHan), ce npeanonara, 4e e UMaso
I'IO%CIIyLUBaHe. B npoTnBEH cay4an OCTaTbKa OT peamuaTa
OT OUTOBE Ce NpUema 3a OKOHYATENEH K/IHOU.

J1. Teoprmnes 34



KopeKkuuu Ha rpeLwlKku

B peanHoOCTTa KBAHTOBMAT KaHas € ,llyMeH" 1 ToraBa Moe
Na ce okaxke, ye Alice n Bob nputexxaBaTt pa3ainyHu
K/JtoyoBe cnen cnoAeNAHeTOo Ha Katouya.

EanH Bb3moxkeH nsxog e Alice aa nsnons3sa Knacmyecku
METOAM 33 KopeKuua Ha rpewkn (Hanp. Repetition code)
npeau aa n3npat 6utoseTe NO KBAHTOBUSA KaHa.

[Mo Bpeme Ha ¢a3aTa 3a KopeKuua Ha rpewkn Alice
n3npalia Ha Bob nHpopmauma 3a Ha4YMHaA Ha
KogmpaHe,Taka Yye Bob cblo aa moxe ga npuaoxKu metoaa
3a AeKogmpaHe.

Hakpasa Alice u Bob 6u Tpabsano ga cnoaenat eanH n Cblum
CEKPETEH KoY.



3abpaHa 3a KonupaHe

N3mepBaHe: NnpoeKuMOoHEeH nocTynar
HeobpaTuma nepTtypbauma Ha KBAHTOBOTO
CbCTOAHME

lNpeaaBaHe HA U3MepPEHOTO CbCTOAHUE:
3aryba Ha NbpBOHAYanHaTa MUHGOPMaLUA

KonupaHe npegu uamepsaHeTo

No-cloning theorem:
He morke ga 6vae KonmpaHo HEN3BECTHO
KBAHTOBO CbCTOAHME.



No-cloning theorem

 KonmpaHe Ha YNCTU CbCTOAHUA = KJIOHUPAHE
(AynamMKupaHe, 3ana3Bame OpUrMHaNa
HENPOMEHEH N HE3aBUCUM)

* Pe3ynTaTt OT KONMMpPAHETO: Pa3/IoKMMO
CbCTOAHUE C UAEHTUYHUN DaKTOPWU

[P a®[0)p = [P)a®[Y)g
e ,Knacnyecko” KonmpaHe: yHUTapeH onepaTop
U(]0),®]0)p) =10),8|0)p
U(]1),®[0)p) = |1)4®|1)p



MpoabaxKeHne no IMHENHOCT

* HeussectHo cbecTosiHue |W), = a|0)4 + B|1) 4
* U([a]0)4 + B|1)4]®][0)p) =

a|0),®[0)p + B[1)4®[1)5
* KonupaHe:

V) A®|Y) 5
= a?|0),®|0)p + af]0),®|1)5 + f|1),®|0)p
+ B%|1),®|1)p

 CpasHenue: af = 0,a” =a,p*=f



U3BoAa

 KonmnpaHe Ha YUCTO KBAHTOBO CbCTOSIHUE
[P)a = a|0)y + B|1)4
* ypes JIMHEeEeH onepaTop € Bb3MOXHO CaMo aKo
a=0=1, vwwm a=1,6=0,
T.e., MOraT 4a ce KonmpaT CaMo U3BECTHU U
OPTOrOHa/IHM KBAHTOBU CbCTOSAHUSA KATO

|0)4 nnn |1) 4, HO He 1 06K CbCTOAHUA!



HeopTor. konupaHe = neptypbauumsn

* Heka [Y)) w|¢p) caBe HEOPTOroHa/HM
cbcToAHua, 1.e., (Y|p) + 0

* Heka Hy e Xnunb. np-8o A40CTbMNHO 3a Eve
 HeneptypbupaHo KonupaHe

U(|Y)a®|0)g) = [P)4a®|Y) g
U(|¢>A®|O>E) — |¢>A®|¢>E

* YHUTApPHOCT:
A<¢|¢>A = g{0] ®A<1/J|¢>A®|O>E
= (Y| ® A<¢|¢>A RlP)e = aP[P)a E<1/)|¢>E



HeopTororoHanHO KonupaHe

Wlp) # 0= Plop)r =1=

1P)e = e |P)y (MpeHTMYHOCT)

[lokasaTtencrso: Heka |p)r = eB|Y) e+ V)5,
TakoBa, Ye g(v|p)r = 0.

Torasa <1/J|1/J>E = E<¢|¢>E + g(v|v)g =1

E
= g(vjv)g =0

NB: (WlY)a = p(010)5 = 1= pplbs =1



NU3Boau: no-cloning

* He e Bb3MOXXHO Aa ce npmnaobue
MHdopmMaumAa pa3rpaHnyaBaLla
HEOPTOroHaIHM CbCTOAHMA be3 aa 6baaT
nepTypoupanHm (camo pasnoxXmMmm CbCTOAHUA)

* HWKaAKBO n3mepBaHe B NPOCTPAHCTBOTO HA
Eve HrHe moXKe aa paskpue nHpopmauyums,
KOSITO Aa pPasnnun |@d), oT |P) 4 aKo

AP|P)a # 0.



Privacy amplification phase

One problem remains. Eve can still have quite a bit of information about
the key both Alice and Bob share. Privacy amplification is a tool to deal
with such a case.

Privacy amplification is a method how to select a short and very secret
binary string s from a longer but less secret string s'. The main idea is
simple. If |s| = n, then one picks up n random subsets S,,..., S, of bits of s'
and let s, the j-th bit of S, be the parity of S.. One way to do it is to take a
random binary matrix of size |s| x |s'| and to perform multiplication
Ms'T, where s'Tis the binary column vector corresponding to s'.

The point is that even in the case where an eavesdropper knows quite a
few bits of s', she will have almost no information about s.

More precisely, if Eve knows parity bits of k subsets of s', then if a random
subset of bits of s' is chosen, then the probability that Eve has any
information about its parity bit is less than 2 -("-k-1) /| 2,



LENS
— J'
- | -
LIGHT- /
EMITTING
DIODE
PINHOLE APERTURE COLOR
P
FILTER OLARIZER

QUANTUM SYSTEM can distribute information in perfect se-
crecy. The transmitter produces faint flashes of green light
from a light-emitting diode. The pinhole, lens and filter create
a collimated beam of dim flashes. The light is then polarized
horizontally. Two Pockels cells change the polarization to O,

SENDER'’S
POCKELS
CELLS QUANTUM CHANNEL RECEIVER’S
POCKELS CELL

45, 90 or 135 degrees. The polarized light flashes are released
from the transmitter and eventually reach the receiver. There
another Pockels cell shifts the polarization by either 45 de-
grees or not at all. The action of this Pockels cell allows the re-
ceiver to choose between measuring rectilinear or diagonal

1. LED produces faint flashes of green light. - ‘

2. Pinhole, lens, and filter turn dim flashes into a collimated ,0 % .
beam. * 1 K )

3. Light beam is polarized horizontally. |

o v || AN f

4, Pockels cells randomly select an orientation of 45,90, 135 or \ f
180 degrees. / J

5. Polarized light leaves the transmitter and enters the fiber —— PHOTb_
optic. WOLLASTON MULTIPLIERS

PRISM
6. The polarized photons enter the reciever where another

pockels cell randomly chooses to measure rectilinear or

diagonal polarization

7. The Prism directs the photons to respective photo-multipliers

depending on their polarization

polarization. In the rectilinear case, a
horizontally polarized photon will be di-
rected toward the right photomultiplier;
a vertically polarized photon will be di-
rected toward the left photomultiplier.
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[eHepupaHe HAa eAVNHUYHU POTOHM

Attenuated Laser Pulse

Poissonian Distribution

Attenuating Medium 100% -

80% @ Mean=1
: 60% L Mean = 0.1
> > 40%
20%
I h I ’_L I ’—‘ I

0% —

Probability

0 1 2 3 4 5
"l0)or 1)or|2)or.." ratherthan 1) Number of photons per pulse

e [loacoHOBO pa3npeaeneHme Ha 6pos Ha poToHUTE
MpocTo, yaobHO 13non3Ba yTBbpAEHU TEXHONOTUU

— Halt-0o6poTo pelueHune 3acera



Drawback and PNS Attack

Multi-photon signals

a) still unconditional security for Poissonian
Eve photon-number statistics

b) photon number is second-quantization language

‘@) ® (only optional, relevant is signal overlap structure)
| - . . . .
\® - c) public announcement of basis is crucial for problem!

Alice Bob

e Several copies of signal state

e Eve can single out a copy (Jaynes-Cummings dynamics)
e No errors are caused in polarization
e Announcement of basis:

Delayed measurement gives full information to Eve
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Solution to PNS

e SARGO4 Protocol
[Scarani, Acin, Ribordy, Gisin, PRL 92, 057901 (2004)]

* Decoy State Method

Hwang, PRL 91, 057901 (2003)]

Wang, PRL 94, 230503 (2005)]

Lo, Ma and Chen PRL 94, 230504 (2005)]

e Strong Reference Pulse Scheme
[Huttner, Imoto, Gisin, Mor, PRA 51, 1863 (1995)]

J1. Teoprues
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Current fiber-based distance record:
200 km (Takesue et al)
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Demonstrated free-space link: 10 km

__________________________________
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QKD: Ekkert 91 (E91)

* Advantage over BB84 is that Eve can now be
detected using rejected qubits

* Eve causes non-violation of Bell inequality —
Eve’s measurement is a hidden variable

1

Py, = HY, [V),—|V), | H 1
1 ' ' ' ' n _ 1 —
= S HDIV) IV HD,) V) == H)=IV))

Where |[H",|V") are the 45 degree Polarization



“If Eve knows precisely which particle is in which state, the entanglement can be
concluded from the local reality theory.”

----A. K. Ekert, Phys. Rev. Lett. 67, 661 (1991)

S = |E(¢A1¢Bl) — E(Puts2) + E(Daye) + E(¢A2¢82)|

Local Reality prediction: S, <2

Quantum Mechanical prediction: S, = 242
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QKD: E91

Alice n Bob cnogensT cnneteHu a8oikn ¢oToHU B cbeTosiHue | V),

Alice n Bob namepsar n pernctpupat pesyntatute B ABaTa Pa3IMYHM
6a3uca

Alice n Bob nsbupar cnyyanHo 6a3mcurte n He3aBUCMMO 3a BCAKA
crnaeTeHa ABOMKa.

N3mepBaHMATA B e4HU U Cblum Ba3ncK ce n3non3ear 3a
KOHCTPYMpPaHeTo Ha KJ1o4Y, @ OCTaHaAMUTe Ce U3Mo/13BaT 3a NPOBepKa
Ha HepaBeHCTBaTa Ha ben.

AKO HepaBeHCTBOTO € HapyLLUEeHO TOBa rapaHTUpa, Ye He e MMano
NOACNYLUBAHE N K/IOYBT MOXKe Aa ce U3N0A3Ba. AKO HEPaBEHCTBOTO
He e HapyLIeHO, UMa KOMMpaHe eKBUBAZIEHTHO Ha K/lacu4yecKa
TEOPMA CbC CKPUTU NApPaMETPU, KtoUa Ce U3XBBPASA.



The Evolution of Q.C.

In 1970, Stephen J. Weisner designed a theoretical bank note that
would be impossible to duplicate, using the laws of quantum
mechanics. He proposed using similar principles for cryptography.

In the 1980’s, Charles Bennett and Gilles Brassard used Weisner's
ideas to develop the first guantum mechanics based cryptosystem.
They were able to transmit, through open air, a distance of about
30 cm by 1989.

In June of 2003 British Researchers led by Dr. Andrew Shields
transmitted a usable key over 100 km of fiber optic cable.

Nov. 3, 2003 — MagiQ systems announces general availability of
world’s first commercially available quantum cryptography system,
supporting key exchanges at distances up to 120 km.



Weaknesses and Limitations of Q.C.

Only works along unbroken and relatively short
fiber optic cables. Record as of March, 2004 is
120 km.

Doesn’t solve authentication problem.
Doesn’t address some of the weakest links in
data security such as human corruptibility and

key storage.

Relatively high cost.



Conclusion

Quantum cryptography developments promise to
address some of the problems that plague classical
encryption techniques such as the key distribution
problem and the predicted breakdown of the
public/private key system. quantum cryptography
operates on the Heisenberg uncertainty principle and
random polarization of light. Another purely
theoretical basis involves EPR entangled pairs.

Due to the high cost of implementation and the
adequacy of current cryptological methodes, it is
unlikely that quantum cryptography will be in
widespread use for several years.



